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About PKI "

User’s Public key

private key certificate Venfier

infrastructure) is a set of hardware, software, people, policies,

and procedures needed to create, manage, distribute, use, store, and revoke

digital certificates
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March 2011 »

One of COMODO partners issued
certificates:

Addons.mozilla.org, Login.live.com,
Mail.google.com, www.google.com,
Login.yahoo.com (x3), Login.skype.com

Quick reaction on COMODO side
Certificates are revoked
The Partner 1 s Apuni sh
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Certification Authority
June 2011 - DigiNotar issued
certificates for more than 20

sites, Google among them

Browsers excluded
DidiNotar certificates for
good

browser contains the list of
real Google sites
certificates)

The company went
bankrupt



Technical
Centre

of Internet Mor e about

; i 'e 1’:%3;

General i:DetaiI’serCer'ﬁﬁcratjon Path

Q’ Certificate Information ﬁ

Security Error

This certificate is intended for the followin{is

» Ensures the identity of a remote computer ic ™
* Proves your identity to a remote compute .
* Protects e-mail messages
* Ensures software came from software pub
* Protects software from alteration after pu
» Allows data to be signed with the current {

i ifi General | Detais | Certification Path
= Refer to the certification authority's statement Invalid Server Certificate ,—j:mam

L5/ DigiNotar Root CA
_“J DigiNotar Public CA 2025

Back (53] *.google.com

iMacros

You attempted to reach www.google.com, but the server presented an invalid certificate
Issued to: *.google.com

Issued by: DigiNotar Public CA 2025

¥ Help me understand

Valid from 7/10/2011 to 7/3/2013 When you connect to a secure website, the server hosting that site presents your browser with something

This certificate contains identity information, such as the address of the website, which is verified by a thirg
checking that the address in the certificate matches the address of the website, it is possible to verify that
website you intended, and not a third party (such as an attacker on your network)

In this case, the server certificate or an intermediate CA certificate presented to your browser is invalid. Thi
Learn more about certificates malformed, contains invalid fields, or is not supported

Certificate status:
8

is certificate is OK.

Learn more about certification paths

a06PM ||
8/21/2011
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OCSP requests for the fake *.google.com certificate
Source: FOX-IT, Interim Report,



http://cryptome.org/0005/diginotar-insec.pdf
http://cryptome.org/0005/diginotar-insec.pdf
http://cryptome.org/0005/diginotar-insec.pdf
http://cryptome.org/0005/diginotar-insec.pdf
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Trustware TurkTrust

Issued a certificate for DLP- nincorrectlyo
with extra permissions

A CRYPTO NERD'S WHAT \WOoULD
1 IMAGINATION 1 ACTUALLY HAPPEN:
HIS LAPTDPS ENCRYPTED. HS LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR, DRUG HIM AND HIT HM WITH
CLUETER To CRACK \T. THIS $5 WRENCH UNTIL
NO GooD! 1T’ HE'I'ELlSLETHEPPﬁShﬂED.
uoGe -BIT Rﬁﬁ" GOT T,
E\HL PLFM
1S FOILED! ™~ @ﬁj

Source:


http://xkcd.com/538/
http://xkcd.com/538/
http://xkcd.com/538/
http://xkcd.com/538/
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V Hide in the network

V Encrypt your communications

V Assume that while your computer can be compromised, it would take
work and risk on the part of the NSA'T so it probably isn't

V Be suspicious of commercial encryption software, especially from
large vendors

V Try to use public-domain encryption that has to be compatible with
other implementations

Bruce Schneler:
n | under st anoc
most of this Is

iImpossible for the
typi cal I nt er
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Independent Trusted
- checking —_— certificate

DANE (RFC 6698):
Limited browsers support

Certificate pinning:
Mozilla Certificate Patrol,
Chrome cache for Google certificates

Certificate transparency (RFC 6962)



Technical

:.’: Centre

"U‘ pPYsIammem Certificate Transparency: how it works

Source:



