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DN SERVERS

.LT DNS servers:

a.tld.lt - IPv4, unicast, few redundant servers

b.tld.1t - IPv4, IPv6, anycast, 3 locations

c.tld.It - IPv4, IPv6, anycast, 42 locations (CommunityDNS)
d.tld.1t - IPv4, IPv6, anycast, 4 locations

e.tld.It - IPv4, IPv6, anycast, 2 locations

f.tld.1t - IPv4, IPv6, anycast, 2 locations (ongoing development)



MONITORKING

o Server/services monitoring using ICINGA (NAGIOS)

o Statistics (CPU, memory, network, etc.) monitoring using
CACTI

o DNS traffic monitoring using proprietary software (SQLite
for logs, RRD for graphs, PCAP/NFLOG for packet
capture)



DNS TRAFFIC MONITORING

Atstiungti Tomas Mackus [83.171.9.129]
Administratorial DNS serveriy grupiy statistikos grafikai
Sukurti administratoriy
Vaidyti administratonus —
Serverial . . .
.1t uzklausy pagal tipg statistika
Sukurtl server| 1500 *
Vaidyt! serverius 1400
Sukurtl serveriy grupe 1300
Vaidyt! serveriy grupes 1200 2013-09-05 09:58:11 ~ 2013-09-05 10:00:06
1100 | 1w Ukklausos % /s
R 115.111.71 501 0.49 4.36
Aityviaus! 1P 1o 14.170.14 497 045 a4
588 478 0.47 4.15
DNS statistika 379 0.37 3.29
-~ 800 347 0.34 302
sukurt! statistikos DUSIQD[
760 : 257 0.29 2.58
Vaidytl statistikos puslapius 287 0.28 2.50
265 0.26 2.31
AR 262 0.26 2.28
aticit 260 0.26 2.26
253 0.25 2.20
b.to.it 249 0.24 2.17
226.131.131 247 0.24 2.15
e 241 0.24 2.10
domains.it 234 0.23 2.04
Domenas Uiklausos < /s
a.tic.it Tr 18:00 Xt 00-00 Kt 06: 00 nsi.telecom. k. 739 0.72 6.42
o B PTR tipo uzklausos ns1-auth.teo.it 685 0.67 5,96
f.2.1t B MX tipo uzklausos ns2-suth.teo.lt 682 0.67 5.93
o B AAAA tapo uzklausos
, B NS tipo uzklausos ns2.cata.it 630 0.62 5.48
—_— 0 SOA tipo uzklausos ns1.hostex.It. 622 0.61 5.41
. B ANY tipo uzklausos ns2.hostex.It. 506 0.59 $.27

L@v




DNS§ PROTECTION

 Firewall based DNS protection using xt_dns and
xt_hashlimit for iptables

Response Rate Limiting (RRL) add-on to BIND and NSD
DNS servers.



DNS§ QUEKRIES BY TYPE

domains.lt uzklausy pagal tipg statistika
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DNS QUERY LIMITING
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LT DNS§SeC REALIZATION

FIPS 140-2 level 3 HSM used for signing.
Interface with HSM using PKCS#11
Real world 400 RSA 1024bit signatures per second.

Private key can be transterred to new HSM only using 3 of 5
smart-cards.



LT DNSSEC PARAMETERS

KSK :

RSA /SHA-256 encoding algorithm

4096bit length
Changing every year
/5K :

RSA /SHA-256 encoding algorithm

» 1024bit length

Changing every month

Use of NSEC3 with O.

PT-OUT

» SALT (10B) wit

n 5 iterations used for HASH. SALT

change every 24h.


http://www.iana.org/assignments/dns-sec-alg-numbers/dns-sec-alg-numbers.xhtml
http://www.iana.org/assignments/dns-sec-alg-numbers/dns-sec-alg-numbers.xhtml
http://www.iana.org/assignments/dns-sec-alg-numbers/dns-sec-alg-numbers.xhtml
http://www.iana.org/assignments/dns-sec-alg-numbers/dns-sec-alg-numbers.xhtml

LT DNS§SeC RECORDS

DS records can be entered together with .It domain delegation
(NS) records:

. DS key ID (KEYTAG)

. Algorithm (DSA/SHA1, RSA/SHA1, DSA-NSEC3-SHAI,
RSASHA1-NSEC3-SHA1, RSA /SHA256, RSA /SHA512)

» HASH type (SHA1, SHA256)
Ll



LT DNSSeEC TIMELINE

o 2012-01-20 .1t zone signed in test system.

2012-12-13 12:00 signed .lt zone, DS records from registrars
are accepted.

» 2013-01-31 DNSSEC signing ceremony in KTU data center. .1t
domain DNSSEC signatures were generated.

2013-02-20 DNSSEC in .lt enabled after IANA placed .1t
domain DS records in root DNS servers.



LT DNSSEC CEREMONY







PRIVATE DATA IN .LT

By default:

[f domain name registrant is private person, only his initials and
contact e-mail address is visible in public web WHOIS database.

Domain name registrant data is not shown via 43 port WHOIS
database.



PRIVATE DATA DISCLOSUKE

Registrant himself can specify which of his personal data is
shown publicly in WHOIS. This can be done via .LT domain
registrant extranet.

6) & https://www.domreg.It/registrant?pg=A57E84 c ](- Google Q )[n '] [0] [ﬁ-]

™ _ ° Logout: Tomas Mackus [ |

You can select which personal information is publicly shown via WHOIS services.
Q By changing these parameters, You hereby agree for Your personal information to be publicly available with Your domain detalls

Registrant/Contact name | Both WEB and text WHOIS
| WEB WHOIS only

Adgress

City | WEB WHOIS only
State/province | WEB WHOIS only
Postal code | WEB WHOIS only
Country
Phone
Fax
Email

|| WEB WHOIS only

| Don't show
' | Don't show
| Both WEB and text WHOIS
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