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Main purposes

1. Information exchange between our partners, about domains, containing:
Malware
Phishing
Spam
Botnet C&C
Etc.
2. Data analyzing
3. Collecting statistics how owner uses domain.



Our partners:

|G|=zoup|ie\
KASPER§KY?2

& RU-CERT
Qupexc
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Scheme of work

Step 1. Our partners get information about “bad domain”

Domain classifier

BadDomain.ru
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Scheme of work

Step 2. Our partners give this information to us

T
~ A
Domain classifier BadDomain.ru
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Scheme of work

Step 3. We take information about all domains from registry

All domains in _
Domain classifier .RU, .SU, .P® Registry

Domain name Hash of owner

Domainl.ru 7b026a8558acf7bf45a903423afcf55d

Domain2.ru 7b026a8558acf7bf45a903423afcf55d

BadDomain.ru C27702d55c023722bd8c3f497ce6asd2d
AnotherDomain.ru Aec169dff489b8b189145682a2a16791
SomeDomain.ru aec169dff489b8b189145682a2a16791




TexHNuecKknn
. LeHTp
WNHTepHer

Scheme of work

Step 4. «Bad guy» and all of his domains.

BadDomain.ru

BadDomain2.ru

BadDomain3.ru

BadDomain4.ru
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Scheme of work

Step 5. We give list of all domains with the same hash

\/

BadDomain.ru
BadDomain2.ru
BadDomain3.ru
BadDomain4.ru

Our partners

Domain classifier
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Scheme of work

Step 6. Partners return classification of this list

T
\ /
Domain classifier Extended list Our partners
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Some figures

Category

All domains in project
Kaspersky Lab
RU-CERT

Malware

Phishing

Spam

More than one category

Amount of domains
1 102 802

808 400

311 181

643 809
12 854
14 938
4 166
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Yandex Safe Browsing

Category

Amount

All

Marked in
SB

All domains in project

1 102 802 17 288

All domains from Kaspersky Lab

808 400 14 520

All domains from RU-CERT

311 181 3 604

Kaspersky Lab N RU-CERT

12 236 834
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Levels

Does not exist
8%

Third and
higher
52%

Second level
40%
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Top 10 of «bad guys»

Amount of domains

Amount of domains

Hash with this hash marked like «bad» %
7b026a8558acf7bf45a903423afcf55d 8006 7782 97,20
c27702d55c023722bd8c3f497ce6a42d 4420 4420 100,00
b19d7c54bbbe567634dbdcac55bc61e6 4441 4144 93,31
83595a2345dd16e40f5e3f0f2c68b6ab 3033 3031 99,93
896be8a02c24cf3h26476675bbacsab 3192 2549 79,86
23ce93a0b6ddf59e57834445c93d734a 2334 2289 98,07
2fab601c3f9977b0fd1b303165267259 2200 2200 100,00
8e99aca7791f58fc9c5a86€5af686991 1985 1085 100,00
92a1a520131122¢93daa75649ba7f68d 1700 1677 98,65
d0ac56d8aa8d446b38d669c4al845629 1540 1540 100,00
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Our pilot site
http://safety.cctld.ru/
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Bkbcmncca.uawe Hauan:rﬂﬂcrparua 51 Menta HosocTedi - FastDial || PaswecruTs ofiesene

Hosocti MpeaynpexaeHna CoBeTbl MpoBepnTb nOMEH OTueTh O npoekTe

lNposepuTb JOMEH COBETDI

WMenonbayiiTe yueTHyIo 3anncs ©
npagamu aaMmUuHWCTpaTopa ToNeKo
ANnA yCTaHOBKW W yAaneHua
nporpamm. =»

MPEOYMPEXOEHWA

OTYETHI

MNew! O6HapyxeHa KpUTHYECKEA YAZBUMOCTL Bitcoin-Kowenbkoe Ana yerpohcre Ha nnatdgopme Android

WIONb 2013
MoKnoHHWKK sLMPPOBOI BaNIOTblz GUTKOMH, MCNONb3YWME ANA PACUETOE MODWNbHBIE YCTPOINCTES Ha Bcero gomeHoE: 185576 +18328
nnatgopme Android, puckyioT ocTaTeca 682 CEOUX 3NeKTPOoHHbIX AeHer. B Gnore cafita Bitcoin.org noaewnace BpepoHocHoe MO: 131867 +14744
nHpopmaLmA ob oBHapYKEHHON KpUTHUECKOR yAsEMMocTH Bitcoin-kowenskoe Ha Android Cnam: 16797 -1020
QUK 10727 +2087
MobunbHbie peknamHbie ceTi: 0NMH war No boTHeToE AOMuHWCTpaTOpBi: 23 +13 e
KomnanwmAa Palo Alto Networks cooBunna o HOBOW Yrpo3e ANA NoNb30BaTensail MoBUNbHBIX YCTPOWCTE Ha n
. . Ckauatb oTuéT 2a mecay, PDFE
nnatdopme Android. Yrpoza ceAzaHa c pacnpocTpi MOBMABHOM peKnamsl

Menemxep zarpyzok okazanca eule u nHcrpymentom DDoS-atak

KomnanwmAa Palo Alto Networks cooBlunna o HOBOW YTpo3e ANA NoNb3oBaTenaii MoBUNbHBIX YCTPORCTE Ha
nnaropme Android. Yrpoza ceazaHa c pacnpocTp: MOBWUABHON paKnamel

CMOT[;_!ET b BCe NpeaynpexneHna

HOBOCTH

Cneunanncrbl «Jlabopatoprn Kacnepcxoro» NOMOINMW 3anepkarb knbepnpecrynHuka

WcTounmi: TexHmyecknl UeHTp HHTepHET



http://safety.cctld.ru/

TexHNYecknn

LenTtp
WNHTepHer
http://safet tid.ru/ru/check/
p://Salety.CClid.ru/ru/cnec
) NposepuThL Aomen - Mozilla Firefox = |EI|5|
®aiin  [paska Bua MypHan 3aknagkw  WHCTpyMeHTEl  Cripaeka
|I'Iposepwrb aoMEH | +
(' L H | ¥ safety.cctid.rufrufcheds/#results = [ | | - pe | ; -ﬁ. @
Eb YacTo nocellaeMble w}-lauarhﬂa.nm'pa-u.\a 5 MerTaHosocTeil - FastDial | | Pasmecture offusene...
MIONb 2013 E
Bcero pomexoe: 185576 +18328
Beegute nomeH Beenute kKo BpeporocHoe M0: 131867 +14744

Cnam: 16797 -1020

23

ALMUHUCTPATOPbI: +13

Hanpumep, cctldru

JlanHbie uz whois no brand-viagra.ru:
[Querying whoiscinet.rul
[whois.tcinetru]

B nomeHe brand-viagra.ru

domain: YUacTHUKaMm NpoeKTa
nserver: ns1.firstvas.ru. 3adUKCMPOBaHbI TWMbI
nserver: ns2 firstvds.ru. 3M10Bpeos:

state: REGISTERED, DELEGATED, VERIFIED

person: Private Person - C(nam

registrar: RO1-REG-RIPN - BpefioHocHoe T10
admin-contact: https//partner.r0l.ru - B Npounom d:umuur

Jcontact_admin.khtml
created: 2013.07.10

paid-till: 2014.07.10
free-date: 2014.08.10 Coobwurh o 3noepepge!
source: TCI

Last updated on 2013.09.10 10:46:39 M5K
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Everyday reports
http://safety.cctld.ru/ru/reports/
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@Hacronooemaen:ne Ha-aamnaacrpa—u.la % NeWtaHosocTeii - Fast Dial r: PasmecTiTb ofbRBME...

Hosoctn Mpeaynpexaenna CoseTbl

Mposeputb AOMEH OTueTnbl O npoekte

OTYETDI

T° 31IOBPEAHOCTI

Kpome cratuueckix oTueTor 0 Gopble € BPEACHOCHBIMK PECYPCamMK, KOTOPbIE PErYNAPHO NyGNMKYOTCA Ha
Haluem CaiTe, Halli NONb20BaTENK MOTY NONYUMTb JUHAMMUECKNE OTUETDI, COCTAENEHHBIE MO WX 3aNpocam.
Jina 310 HeobxoaKMMO B HOPME HIDKE YKA3aTh THN 3N0BPEna (PHILHKT, CNam, BPeOHOCHDIA KOO W T.A.), & Takke
WHTEPECYIDWMIA MHTepBan BpemeHw. [ocne BEOMA 3TUX NapaMeTPOE NONb30EATENb NOMYYAET NONHYH KAPTUHY A =+132
TOro, KaK OBCTOAT Aena € TEM UMW WHbIM 3NOBDEAoM.

CerogHa 3noBpeoE
cTano Gonblue Ha:

NONYYUTb OHNAMH-OTYET

CKauaTb OTUeT 23 CYTKW . X

Twun 2noepena 3a nepuop

O BpenoxocHoe MO & OuwnHr m OTH SIS EMESI

A 2013
® Cnam ® FastFlux SRR S

® botHer ®Bce ApXWE OTUETOR

npo A M

safety.cotid.rujfru/
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Statistic reports
/Isafety.cctld.ru/ru/reports/

LaHHele No KoMaHaHEIM LeHTpaM BoTHeToe ¢ Miona no CenTabpe 2013 ropa
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Thank you!

Questions?

Tsvetkov Alexey (avt@tcinet.ru)



